
The State of Fraud
Wie Werbung durch Vertrauen, Transparenz

und technische Infrastruktur sicherer wird.

Andreas Sierts, Senior Director, AI & Analytics

1



Andreas Sierts
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Making sure that Algorithms and BI in Adform helps Clients 

to be more successful.

• 15 years of Digital Advertising Experience

• Trained Computer Scientist 

• Trying to make the Complexity of Digital Advertising a bit 

Simpler for Everyone
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TRUST?

TRANSPARENCY?



ONE YEAR LATER

-

What happened with Hyphebot?
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The MOBSTERS have gone digital…
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1.5 billion
fraudulent bid 

requests / day

$1.2 million
maximum media 

wastage / day

34.000
domains have 

been affected

500 million
IPs have

been identified
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#ENKELTRICK
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3ve
Methbot

Kovter Botnet

Hyphbot

Boaxxe Botnet
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Some MOBSTERS have gone to Prison now…



State of Ad-Fraud 2019
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Fraud Impact on Digital Advertising
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Fraud: eMarketer

Fraud: Juniper Research

250B

$

50B $

19B $

Worldwide

Digital Marketing 

Spend 2019



United States

Germany

United Kingdom

France

Poland

Spain

Italy

Czech Republic

India

Japan

Turkey

Mexico

Reality Check
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2 - 20%
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Cat & Mouse Game: Polyglot Attack
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I AM A BANNER 

PICTURE FILE

HIDDEN MALWARETISING

JAVA SCRIPT CODE INSTEAD 

OF IMAGE DATA



How could we ALL prevent 3ve 
(and other Types of Fraud)
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BRING BACK 

THE 90S!!!!!!



Fraud Techniques
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Ad InjectionHuman Traffic 

Impersonation

Invalid Human 

Activity

Domain 

Spoofing

Hijacking Measurement 

“Hacking”

FAKE DEMAND FAKE SUPPLY FAKE DATA
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3 SIMPLE STEPS
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#1 TECHNOLOGY 

THAT TAKES CARE



Fraud Detection
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Pre-Bid

You don’t buy any 

fraudulent traffic via DSP

Accurate statistics and 

reliable insights
Significant savings

Fake impressions served 

are not registered 

Post-Buy

Do not bid on any 

suspicious domains or 

users

Reporting filters stats that 

are classified as fraud 
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Bearskin is trained on data from the 

entire Adform stack. This means even if 

you only use the DSP you’re protected by 

one of the most robust anti-fraud 

solutions in the industry.
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+ more

+ Partners…



Fraud Techniques
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Ad InjectionHuman Traffic 

Impersonation

Invalid Human 

Activity

Domain 

Spoofing

Hijacking Measurement 

“Hacking”

FAKE DEMAND FAKE SUPPLY FAKE DATA
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#2 ADOPTING

INDSUTRY STANDARDS
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#ADSTXT



Ads.txt Status for 3ve Traffic

29

9% 11% 80%
Authorized

(Direct)

Authorized

(Indirect)

Unauthorized



Ads.txt Adoption in March 2019 (Top 1000 Domains)
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Germany 95%

USA 96%

UK 96%



Added Transparency and Control with Ads.txt
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Source: IAB Tech Lab

Supply 

Chain
Content 

Owner 2

Content 

Owner 1 

Content 

Owner n 

Ads.txt

Ads.txt

Ads.txt

DSP Advertiser

Crawled 

ads.txt data



Up Next for Trust & Transparency…

32

Signed bid requests

aka ads.cert



WTH is ads.cert?
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Supply 

Chain
Content 

Owner 2

Content 

Owner 1 

Content 

Owner n 

Ads-cert.txt

Ads-cert.txt

Ads-cert.txt

DSP AdvertiserCheck if Bid 

Request is correct

Public Keys 

Private Key

✔️
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ADS.TXT ADS.CERT
Domain 

Spoofing
Ad Injection



Fraud Techniques
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Ad InjectionHuman Traffic 

Impersonation

Invalid Human 

Activity

Domain 

Spoofing

Hijacking Measurement 

“Hacking”

FAKE DEMAND FAKE SUPPLY FAKE DATA
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#3 BEING A RESPONSIBLE

ADVERTISER
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ONLY

20%
OF ADVERTISERS THINK THEIR

CAMPAIGNS ARE AFFECTED BY FRAUD
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✔️

✔️

✔️

✔️

Define KPIs

Measure

Analyze Campaign Data

Take Action



Define KPIs
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STRATEGIC GOALS

REFERENCE VALUES

SUCCESS EVENTS

KPIs



ADVERTISINGONSITE 

ENGAGEMENT

Measure
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Analyze & Take Action
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CONTEXT 

IS KING
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Fraud Techniques
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Ad InjectionHuman Traffic 

Impersonation

Invalid Human 

Activity

Domain 

Spoofing

Hijacking Measurement 

“Hacking”

FAKE DEMAND FAKE SUPPLY FAKE DATA



Done!
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Outro

NOT REALLY… BUT WE ARE GETTING THERE SLOWLY!



andreas.sierts@adform.com


