


Andreas Sierts
Senior Director, Al & Analytics

Making sure that Algorithms and Bl in Adform helps Clients
to be more successful.

« 15 years of Digital Advertising Experience
« Trained Computer Scientist

« Trying to make the Complexity of Digital Advertising a bit
Simpler for Everyone









ONE YEAR LATER

What happened with Hyphebot?
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3ve

Methbot
Boaxxe Botnet
Hyphbot
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@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft Journal

TOPTHEMEN: MWC 2019 ELEKTROAUTO DSGVO WINDOWS 10 ANDROID KI  ANZEIGE:

heise online ) News ) 11/2018 ) Botnetz hochgenommen: 3ve fakte taglich bis zu 12 Milliarden...

28.11.2018 14:06 Uhr

Botnetz hochgenommen: 3ve fakte taglich
bis zu 12 Milliarden Werbe-Klicks

Die Drahtzieher hinter dem Botnetz 3ve haben Klickbetrug im groRRen Stil
betrieben. Nun haben unter anderem US-Ermittler das Netz zerschlagen.

Von Dennis Schirrmacher

Y- Y-E1-1 -1

(Bild: geralt)

In seiner Hochzeit soll das Botnetz 3ve aus 1,7 Millionen Geraten bestanden
haben, die die Hintermanner fiir Klickbetrug missbrauchten. Das resultierte
taglich in drei bis zwolf Millionen gefakten Klicks auf Werbeanzeigen. Die
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State of Ad-Fraud 2019



Fraud Impact on Digital Advertising

Worldwide
Digital Marketing
Spend 2019

Fraud: eMarketer -

Fraud: Juniper Research 19B $
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Reality Check
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Cat & Mouse Game: Polyglot Attack

| AM A BANNER
PICTURE FILE

HIDDEN MALWARETISING

JAVA SCRIPT CODE INSTEAD
OF IMAGE DATA
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How could we ALL prevent 3ve

(and other Types of Fraud)



BRING BACK




Fraud Techniques

FAKE DEMAND FAKE SUPPLY FAKE DATA

o0n00 %

Human Traffic Invalid Human Hijacking Domain Ad Injection Measurement
Impersonation Activity Spoofing "Hacking”
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3 SIMPLE STEPS






Fraud Detection

adform

Pre-Bid

Do not bid on any
suspicious domains or
users

l

You don’t buy any
fraudulent traffic via DSP

|

Significant savings

Post-Buy

Reporting filters stats that
are classified as fraud

l

Fake impressions served
are not registered

|

Accurate statistics and

reliable insights
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BEARSKIN

AD FRAUD PROTECTION

Bearskin is trained on data from the
entire Adform stack. This means even if
you only use the DSP you're protected by
one of the most robust anti-fraud
solutions in the industry.
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+ Partners...

FORENSIQ % enbrite.ly
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+ more
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Fraud Techniques

FAKE DEMAND FAKE SUPPLY FAKE DATA

RN

Domain Ad Injection Measurement
Spoofing “Hacking”

n Traffic Invalid Human
mpersonation Activity
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Ads.txt Status for 3ve Traffic

80%

Authorized Authorized Unauthorized
(Direct) (Indirect)
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Ads.txt Adoption in March 2019 (Top 1000 Domains)

Germany 95%

USA 96%

UK
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Added Transparency and Control with Ads.txt

eeeeeee

®

Crawled
ads.txt data

Source: IAB Tech Lab
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Up Next for Trust & Transparency...

Signed bid requesty

aka ads.cert
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WTH is ads.cert?

Ads-cert.txt Content
Owner 1

Ads-cert.txt Content
Owner 2

Ads-cert.txt Content
Owner n
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Private Key

Public Keys

DSP

=

Check if Bid
Request is correct

Advertiser

KK}



ADS.TXT

‘=—\ Domain
Spoofing

ADS.CERT

Ad Injection
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Fraud Techniques

FAKE DEMAND FAKE SUPPLY FAKE DATA

H n Traffic Invalid Human Ad Injegtion Measurgment
Mmpersonation Activity “Hacking”
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ONLY

OF ADVERTISERS THINK THEIR
CAMPAIGNS ARE AFFECTED BY FRAUD
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Define KPls
Measure
Analyze Campaign Data

Take Action
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Define KPls

STRATEGIC GOALS

REFERENCE VALUES

SUCCESS EVENTS

adform -




Measure

ONSITE ADVERTISING
ENGAGEMENT
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Analyze & Take Action
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GEFAHRLICHE ANGRIFFE

18 VERSUCHE GESAMT

BALLABGABEN INNERHALB DES
STRAFRAUMS

KLARUNGSVERSUCHE

133 ANGEKOMMENE PASSE

BALLBESITZ

%

TORSCHUSSE

GESAMT

AUFS TOR



ABPFIFF

BRASILIEN 1-7 DEUTSCHLAND I

0(2 Verbreiten

Takt. Aufstellung B GER -

55 GEFAHRLICHE ANGRIFFE 34
VERSUCHE GESAMT 14

BALLABGABEN INNERHALB DES 11

STRAFRAUMS
4 KLARUNGSVERSUCHE 20
433 ANGEKOMMENE PASSE 483
BALLBESITZ

52 % 48

TORSCHUSSE

18 GESAMT 14
13 AUFS TOR 12

Tore

% Geblockt

' Abwehraktionen

®
@
U

AM TOR VORBEI

O Has]

Aluminiumtreffer

* Die Abbildung zeigt weder geblockte Schisse
noch Versuche auBerhalb der gestrichelten
Linie.
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Fraud Techniques

FAKE DEMAND FAKE SUPPLY FAKE DATA

Ad Injegtion Mgasurement

n Traffic Invalid Human
mpersonation Activity
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Done!



.

NOT REALLY... BUT WE ARE GETTING THERE SLOWLY!

.




adform

Tandy (Jow

andreas.sierts@adform.com



