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Log-In isaike
European Cookie Directive
HTML5
Act-Alike

Fingerprinting Analytics

1st Retargeting |
Party Pseudonymisierung Cookies

y Dtef\/|C6t Opt-n  3rd cloud
entirication Party

Begriffsverwirrung

Informationspflicht

Profiling Opt-Out



EU Direktive nicht umgesetzt
Deutschland, Griechenland,
Island, Liechtenstein,
Malta, Norwegen

Strikter Opt-In Sonstige Losung

Zypern, Lettland, Litauen 17/24 Staaten
Danemark, Frankreich,
Niederland, Portugal

Quelle: Field Fisher Waterhouse — Cookie ,,consent” rule: EEA implementation; May 2013

European Cookie Directive



Cloud-Service (Ad)Server
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Client-Konfiguration
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Client-Device Netzwerk-Routing
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Quelle: Shdtterstock
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Was sind eigentlich Fingerprints”
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Don‘t Call it Schnitzel



Auflosung

Browser
Micro-Versionen Systemfarben
Zeitzone Farbtiefen

*

Device |dentification




Panepticlick

How Unique and Trackable — Is Your Browser?

Selbstexperiment

= Desktop
Unique unter ca 4 Millionen Browsern

= Mobile
Ein doppelter Eintrag unter 2 Millionen
Browsern

Funktioniert das Uberhaupt?



SCHRIFTARTEN

Courier Mew, Courier New Baltic, Courier Hew CE, Courier New CYR, Courier New Greek, Courier Mew TUR, DaunPenh, DokChampa,
Estrangeloc Edessa, Euphemia, Gautami, Vani, Gulim, GulimChe, Dotum, DotumChe, Impad, Iskoola Pota, Kalinga, Kartika, Khmer Ul, Lac
I, Latha, Lucida Conscle, Malgun Gothic, Mangal, Meiryo, Meiryo Ul, Microsoft Himalaya, Microsoft JhengHei, Microsoft YaHei, MingLill,

PhingLill, MingLill_HKSCS, MingLil-ExtB, PMingLilU-ExtB, MingLil_HKSCS5-ExtB, Mongelian Baiti, M5 Gothic, MS PGaothic, MS Ul
Gothic, MS Minche, MS PMincho, MV Boli, Microsoft Mew Tai Lue, Myala, Microsoft PhagsPa, Plantagenet Cherckee, Raavi, Segoe Soript,
Segoe U, Segoe Ul Semibold, Segoe U Light, Segoe Ul Symbol, Shruti, SimSun, H3imSun, SimSun-ExtB, Sylfaen, Miocosoft Tai Le,

Times Mew Roman, Times New Roman Baltic, Times New Roman CE, Times New Roman CYR, Times Mew Roman Greek, Times New
Roman TUR, Tunga, Vrinda, Shonar Bangla, Microscft i Baiti, Tahoma, Miocosoft Sans Serif, Angsana New, Aparajita, Cordia New, Ebrima,

Gisha, Hokili oran, Symbol, IHsaah, Vijaya, Wingdings, Andalus, Arabic Typesetting, Simplified

Arabic, Sim SWI 8721 I_'t B't wditional Arabic, Aharoni, David, FrankRuehl, Levenim MT, Miriam, Miriam Fixed,

Markisim, Rod, | - Browallia New, BrowalliaUPC, CordialPC, Dillenia/PC, EucosiallPC, FreesiaUPC,

IrisUPC, JasmineUPC, KodchiangUPC, LilyUPC, DFKai-58, Lucida Sans Lisizsds fein! Bt Sotibsi Sombeic So—hrig Math, Candara,
Comic Sans M5, Consclas, Constantia, Corbel, Franklin Gothic Medium, G SW| 87 2—] M d Bt . Print, Trebuchet MS,
Verdana, Webdings, Calibri Light, SwisT21 Lt BT, Swis721 Md BT, MT Ex !, Wingdings 3. Book
Antigua, Century Gothic, MS Cutlock, Arial Namow, Garamond, Monotype Corsiva, Algerian, Baskerville Old Face, Bauhaus 93, Bell MT,
Berlin Sans FB, Bernard MT Condensed, Bodoni MT Poster Compressed, Britannic Bold, Broadway, Brush Soript MT, Californian FB, Centaur
Chiller, Colonna MT, Cooper Black, Footlight MT Light, Freestyle Soript, Harlow Solid Italic, Hamington, High Tower Text, Jokerman, Juice
ITC, Kristen ITC, Kunstler Script, Lucida Bright, Lucida Calligraphy, Lucida Fax, Lucida Handwriting, Magneto, Matura MT Scoript Capitals,
Mistral, Modern Mo, 20, Niagara Engraved, Miagara Seclid, Old English Text MT, Cnyx, Parchment, Playbill, Poor Richard, Ravie, Informal
Roman, Showcard Gothic, Snap ITC, Stencil, Tempus Sans ITC, Viner Hand ITC, Vivaldi, Viadimir Script, Wide Latin, Pristina, Papyrus,
French Script MT, Bradley Hand ITC, Bookman Old Style, Bookshelf Symbol 7, M5 Reference Sans Serif, M5 Reference Specialty, Berlin
Sans FB Demi {via Flash}

... und WARUM?




Plug-Ins und Versionen

application/pdf; pdf) {; application/vnd.fdf; ). Plugin 2: Google Update; Google Update; npGooglelpdated. dll; {; applicationd:-
vnd.google. update3dwebcontrel . 3; ) {; applicaticn/x-vnd.google.cnedickcir.®; ). Plugin 3: Intel® |dentity Protection Technology: Intel web

components for Intel® ldentity Protection Technology; npintelWebAPIFT.AI; {(npintelWebAFlipt-2-0; application/x-vnd-intel-webapi-
dion Technology; Intel web compc lls and updates the Intel web components;

ipt-2.1.8
nplntel 7 O 5 1 O '1 3 |lupdater-2-0; applicaticn/xvnd-int 1 O . 51 . 2 1tel_webapi_updates-2-0). Plugin &: Jawva
Deployr * * . e Soript Plug-in Library for Java{Th,; ccpivy, pucpiwyJaval.dll; {; application/java-deployment-

toclkit; ). Plugin @ Java{TM} Platform SE 7 U51; Next Generation Java Plug-in 10.51.2 for Mozilla browsers; npjp2.dll; {Java Applet;
application/=z-java-applet; ) [JavaBeans; application/x-java-bean; ) {; application/x-java-vm; § {; application/x-java-applet;version=1.1.1; ) {;
application/=-java-bean;version=1.1.1; } {; applicaticn/x-java-applet,version=1.1; } {; application/x-java-bean;version=1.1; ) {; application/x-
java-applet;version=1.2; ) {; application/x-java-bean;versicn=1.2; ) {; applicaticn/x-java-applet;versicn=1.1.3; 1 {; applicaticn/x-
java-bean;version=1.1.3; ) {; application/x-java-applet;versicn=1.1.2; ) {; applica’’ : : 0% i applicationd-
java-applet,version=1.3; ) {; application/x-java-bean;version=1.3; ) {; applicatic "I O 7 O I {; applicationix-
java-bean;versicn=1.2.2; ) {; application/x-java-applet,versicn=1.2.1; ) [; applica . . _ I; 1 {; applicaticn/x-
java-appletversion=1.3.1; ) {; application/x-java-bean;versicn=1.3.1; ) {; applicaticn/x-java-applet;versicn=1.4; } {; applicaticn/x-
version=1.4; ) {; application/x-java-applet;version=1.4.1; ) {; applicaticn/x-java-bean;versicn=1.4.1; | {; applicaticn/x-

2 . 2 . 52 sversion=1.4.2; | {; application/x-java-bean;versicn=1.4.2; ) {; applicaticn/x-java-applet,version=1.5; } {; application/x-
java-cean;version=1.5; 1 - annlicatinnix-isva-annlet-versinn=1 & i - annlication/x-java-bean;version=1.8; ) [; application/x-
java-applet;versicn=1.7; ) [; f-java-applet;jpi-version=1.7.0_51; ) {; application=-
java-bean;jpi-versicn=1.7.0_ 1 4 O 4 70 1 O 1 O iticn/x-java-applet,deploy=10.51.2; ) {; applicaticn/x-
java-sppletjavaf=2.2.5 ' ! : -aticn plug-in for MPAPI browsers; NPAUTHZ. DLL;
{14.0.4730.1010; applicaticn/x-msoffice14; =). Plugin 8: Miocosoft Office 2010; The plug-in allows you to open and edit files using Mioosoft
Crffice applications; NPSPWRAP.DLL ; {(SharePoint Plug-in for Firefox; application/x-sharepoint; ). Plugin 8: Photo Gallery; NPWLPG;

... und WARUM?
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Recognition 90%

Mobile Leads +20%
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14012014

SYZYGY. digital marketing agency
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Reality Check




AND = .

= Datenschutz
= Retargeting
= CRM Integration

Cookie Verlangerung

Mobile Tracking

Das beste zweler Welten
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Quelle: Shutterstock



Impressum

uniquedigital GmbH
Neuer Wall 10
20354 Hamburg

t +49 (0)40 881414-10
f +49 (0)40 831414-14
e info@uniquedigital.de
i www.uniquedigital.de

Geschaftsfuhrer: Thomas Kabke-Sommer
HRB 88134

Amtsgericht Hamburg

UST-ID-NR. DE 813 764 166

Deutsche Bank AG
SWIFT-BIC DEUT DE HH XXX
IBAN DE42 2007 0000 0017 7907 00

Die in dieser Prasentation dokumentierten Gedanken und Vorschlage sind geistiges Eigentum der uniquedigital GmbH
und unterliegen den geltenden Urhebergesetzen. Die unautorisierte Nutzung, die ganze oder teilweise Vervielfaltigung
sowie jede Weitergabe an Dritte sind nicht gestattet.
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http://www.uniquedigital.de/
http://unique-labs.de/
http://www.facebook.com/uniquedigitalDE
http://twitter.com/uniquedigitalDE
http://feeds.feedburner.com/UniqueLabs
http://www.slideshare.net/uniquedigitalDE
https://www.xing.com/companies/uniquedigitalgmbh?trkid=us:e3504f331d66b7a10fbddd6bd420ddff:d41d8cd98f00b204e9800998ecf8427e:companies;trkoff=0
https://plus.google.com/b/117354449128649951600/117354449128649951600/posts

